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Overview

Strong consumer data privacy protections are essential to maintaining the trust of our
customers. We understand the importance of protecting the personal information we collect
from the public. This document is intended to help Lockhart Power Company (the “Company”
or “Lockhart Power”) emphasize its commitment to protect customer data from unauthorized
disclosure or breach of security throughout the lifecycle of the data.

Customer information is collected and used to perform essential business functions such as
operating and maintaining the customer accounting system, managing outages, processing
customer bills, performing credit checks and collections, energy conservation, usage
management, etc. With the implementation of automated metering, even more detailed
customer data is now being collected. Lockhart Power is committed to protecting the security
and privacy of all customer data, and to conform to applicable laws and regulations.

Lockhart Power’s data privacy guidelines address each of the areas of concern outlined by the
Public Service Commission of South Carolina in Regulation 103-823.2. Protection of Customer
Data, Section (H)(2).

Customer Notice and Awareness

On an annual basis, Lockhart Power will provide its customers with the Company’s Customer Rights
Statement (See Attachment 1) via a mailing to explain policies and procedures. The Company will
also inform its customers that the statement is available on the Company’s website.

Customer Choice and Consent

Lockhart Power does not sell customer data or provide customer information to anyone other
than the third-party partners with which it has contracted services. Customers can request access
to their personal information being stored by the Company to verify the information is accurate. If
Lockhart Power were to ever decide to use customer information in any other way, the customers
would be notified in advance and have the option to prevent their information from being
provided to another entity.

Customer Data Access

Lockhart Power collects and uses customer data only to perform essential business operations. In
using this data, Lockhart Power willconform to applicable laws and regulations intended to keep
this information private and secure. The Company and its third-party partner who collects
customer payments online and by telephonic methods on behalf of the Company are both
Payment Card Industry (“PCI”) compliant and have their systems tested on a regular basis to
confirm their systems remain compliant in the protection of customer data. If a situation were to
occur where a customer either requests non-standard information or makes a request in a non-
standard format, Lockhart Power will first verify the validity of the request with the customer as
well as verify the purpose for the request before making every effort to provide the requested
information to the customer.

46734346 v1

¥ 40 ¢ 8bed - V-28€-6102 # 194900 - 0SdOS - Wd 0¥:t €2 18quianoN Lz0z - a311d ATIVOINOYLO3 T3



Data Quality and Security Procedures and Measures

Lockhart Power makes every effort to protect the personal data of its customers. The security of
its computer network, customer payment options, and manual documents are of the utmost
importance. The computer system is protected by firewalls and other pertinent security
equipment to keep customer information safe. These security devices are tested on a regular
basis and are monitored to be certain a breach has not occurred. The customer payment option
is PCl compliant both at Lockhart Power as well as the third-party partner contracted to provide
this service. Manual documents are kept securely within the Company’s campus in locked
storage away from public access.

Public Utility Accountability and Auditing

Lockhart Power employees are trained annually on the need to protect customer information.
The Red Flag policies are reviewed with the applicable staff members annually. In addition, the
overall data security program and the importance of protecting customer data are discussed and
evaluated on a regular basis during departmental meetings. If a breach of customer data were to
occur, the Company would inform all affected customers and any other applicable entities to
make sure everyone involved is informed and the proper remediation actions are taken.

Frequency of Notice to Customers
Lockhart Power will provide customers the Customer Rights Statement at the time the customer
starts service with the Company, and it will update all customers on an annual basis.

Due Diligence Exercised by Utility When Sharing Customer Data with Third Parties

Lockhart Power will complete its due diligence in selecting third-party partners to ensure the third
party has privacy policies and practices that align with those of the Company. Whether it be
through measures such as PCl compliance, the use of non-disclosure agreements, etc., the
Company will make every attempt to ensure its third-party partners will protect its customers’
information.
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Attachment 1 — Lockhart Power Company’s Customer Rights Statement

Customer Rights Statement

Our Customer Rights Statement shares our guiding principles for how we operate and conduct our
business related to the security, privacy, and use of customer data, and matters of customer
choice. Consumer trust is essential to the success of new technologies, and protecting the privacy
of customer data is one crucial component of strengthening this trust.

Lockhart Power collects and uses customer data to perform essential business operations such as
operating and maintaining the customer accounting system, managing outages and processing
customer bills. In using this data, Lockhart Power willconform to applicable laws and regulations
intended to keep this information private and secure.

Moreover, Lockhart Power recognizes its responsibilities may appropriately extend beyond
these laws andregulations and as such has developed this Customer Rights Statement.

Lockhart Power customers have the right to:
e Privacy

0 We will never sell our customer’s information. We only share customer
information withthird parties to conduct essential business functions. Our third-
party partners are held accountable to the same standards regarding customer
information shared with them.

0 We only share or disclose customer information with the public in compliance
with local, state, and federal laws. As a public utility, we will seek to protect
the privacy of our customers’ personal information when complying with
public records requests.

0 We are committed to a fair resolution of privacy concerns.

o Data Security & Integrity

0 We only capture data required to conduct our business and retain it only as
needed.

0 We design security into data collection, access, and transfer points.

0 We implement measures to protect against a loss, misuse, or alteration
of the information we control.

O We ensure delivery of an accurate bill and/or timely response if an error is
discovered.

e Transparency
0 We conduct business in an open, transparent manner where our privacy
policies and decisions are available to the public.
0 We provide information to our customers about all aspects of their account.
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